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Position Paper: observations on Proposal for a “Regulation of The European 
Parliament and of the Council on information accompanying transfers of 
funds and certain crypto-assets (recast)” 
 

A. Background 
The need for harmonised rules across the European internal market is vital as the actual AML 
European framework does not allow dealing effectively with cross-border regulatory 
asymmetries and causes regulatory shopping, as per the “Council Conclusions on anti-money 
laundering and countering the financing of terrorism, 12608/20”.  
However, the Consortium begs to differ when the Commission stated “that virtual assets 
transfers are subject to similar money laundering and terrorist financing risks as wire funds 
transfers, it is to requirements of the same nature they must also be submitted, and it therefore 
appears logical to use the same legislative instrument to address these common issues”1 
(editor’s note: underlined added).  
The Consortium agrees with the premises that the AML European framework should reach its 
maximum harmonisation and that the crypto asset service provider (“CASP”) should be a 
valuable ‘pillar’ in the enforcement of the AML regulation in the crypto ecosystem and 
European market as a whole. Nevertheless, we disagree on the fact that would be appropriate 
to apply the “same legislative instrument” (i.e. Regulation EU 2015/847) – a piece of 
legislation designed with reference to a different technological infrastructure (i.e. “wire 
transfers” and legacy banking systems) – to the crypto ecosystem – using an utterly different 
technology (i.e. blockchain and/or distributed ledger technologies) –, so as to apply the “travel 
rule”2 to the crypto ecosystem.  
The above argument and related concerns seem to be well known to the EU institutions: “The 
implementation of the “travel rule” introduces new specific requirements for both the newly-
covered CASPs and those already covered in AMLD, demanding them to obtain, hold and 
share vital and accurate information on virtual asset transfers users and make it available on 
request to appropriate authorities. These specific obligations raise various technical 
challenges, as virtual assets services providers have to develop technological solutions and 
protocols allowing to collect and share this information, both between themselves and with the 

 
1 See p. 3, Proposal.   
2 As per Reccomendation 15, Recommendation 16 and its Interpretive Note (INR. 16) of the FATF (2021), 
“Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service Providers”, FATF, 
Paris, www.fatf-gafi.org/publications/fatfrecommendations/documents/Updated-Guidance-RBA-VA-
VASP.html, see, in particluare, p. 108, point 9: “Countries should ensure that originating VASPs obtain and hold 
required and accurate originator information and required beneficiary information on virtual asset transfers, 
submit the above information to the beneficiary VASP or financial institution (if any) immediately and securely, 
and make it available on request to appropriate authorities. Countries should ensure that beneficiary VASPs 
obtain and hold required originator information and required and accurate beneficiary information on virtual 
asset transfers, and make it available on request to appropriate authorities. Other requirements of R.16 (including 
monitoring of the availability of information, and taking freezing action and prohibiting transactions with 
designated persons and entities) apply on the same basis as set out in R.16. The same obligations apply to financial 
institutions when sending or receiving virtual asset transfers on behalf of a customer”. 
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competent authorities (editor’s note: underlined added)”3. Furthermore, not only do crypto 
asset service providers have to support the burden of such new costs but the latter have not 
been identified distinctly4. 
 

B. Summary 
The Consortium wants to clarify that new obligations on crypto-asset service providers, 
namely: “The crypto-asset service provider of the originator must ensure that transfers of 
crypto-assets are accompanied by the name of the originator, the originator’s account number, 
where such an account exists and is used to process the transaction; and the originator’s 
address, official personal document number, customer identification number or date and place 
of birth; the crypto-asset service provider of the originator must also ensure that transfers of 
crypto-assets are accompanied by the name of the beneficiary and the beneficiary’s account 
number, where such an account exists and is used to process the transaction. The crypto-asset 
service provider of the beneficiary must implement effective procedures to detect whether the 
information on the originator is included in, or follows, the transfer of crypto-assets. The 
crypto-asset service provider of the beneficiary must also implement effective procedures, 
including, where appropriate, ex-post monitoring or real-time monitoring, in order to detect 
whether the required information on the originator or the beneficiary is missing.”5 seem to 
presuppose that an originating CASP has access to other information on the beneficiary apart 
from the wallet address, which is not the case.  
We also explain that this requirement can easily rise some risks of non-compliance by 
interposing peer-to-peer (“P2P”) transfers or non-custodial wallets (i.e., ”unhosted wallets” as 
per the Proposal), which could not be prevented. As a result, this requirement potentially has 
several unintended consequences, including: (i) encouraging P2P transfers via unhosted 
wallets, which could be significantly harder for law enforcement to track or control, and 
completely similar to peer-to-peer cash transfers that, instead, the AML Package is meant to 
reduce; (ii) dramatically reducing the relevance of CASPs, one of the most effective forms of 
prevention and partnership to law enforcement working in the crypto asset sector. 
Therefore, the Consortium propose that the above new obligations be removed, and we offer 
alternative solutions to achieve the same results as those set out in the Proposal. 
Having said that, hereinafter, we provide comments on some of the proposition formulated in 
the Proposal.  

  

 
3 See p. 3, Proposal. 
4 See “Commission Staff Working Document - Impact Assessment Report Accompanying the package of 
Commission legislative proposals regarding Anti-Money Laundering and Countering of Financing of Terrorism 
(AML/CFT)”. 
5 See p.10, Proposal. 
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1. New obligations on crypto-asset service providers: “travel rule” 
Section 3 of the Proposal requires that that: “The crypto-asset service provider of the originator 
must ensure that transfers of crypto-assets are accompanied by the name of the originator, the 
originator’s account number, where such an account exists and is used to process the 
transaction; and the originator’s address, official personal document number, customer 
identification number or date and place of birth; the crypto-asset service provider of the 
originator must also ensure that transfers of crypto-assets are accompanied by the name of the 
beneficiary and the beneficiary’s account number, where such an account exists and is used to 
process the transaction. The crypto-asset service provider of the beneficiary must implement 
effective procedures to detect whether the information on the originator is included in, or 
follows, the transfer of crypto-assets. The crypto-asset service provider of the beneficiary must 
also implement effective procedures, including, where appropriate, ex-post monitoring or real-
time monitoring, in order to detect whether the required information on the originator or the 
beneficiary is missing.” 
However the Consortium strongly believe it is not necessary for this information to be attached 
directly to virtual asset transfers since (EU) countries should only ensure that CASPs obtain 
and hold vital and accurate information on crypto asset transfers and make it available upon 
request by appropriate authorities. In order to better understand our statement, we refer the 
reader to the following paragraphs. 

 
2. Crytpo asset addresses vis-a-vis traditional payment methods 
The Proposal presupposes that there is a way for CASPs to know who owns the originator and 
the beneficiary address. However, virtual asset addresses differ significantly in the availability 
of information, as demonstrated below in Figures 1 and 2. They do not contain similar 
information to existing wire transfer information contained in an International Bank Account 
Number (“IBAN”). 
In other words, the originating CASP does not know with any certainty who the destination 
address is owned by, as there is no register of such addresses and new addresses can be created 
at any time. By implication, the originating CASP also does not know whether the crypto asset 
destination address is owned by a CASPs, by a non-CASPs, or by a natural person. 
We illustrate and explain each of these points in more detail below. 
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2.1. Bitcoin address does not contain destination details  
Figure 1: Bitcoin address or “hash” 

 

 
 

Figure 2: IBAN number contains destination detail 
 

 
 

As can be observed above, an IBAN includes the country, bank, branch, and account number 
of the transaction originator and beneficiary. Typically, this would be submitted with a SWIFT 
BIC code (for the purpose of this illustration, SWIFT is used). This format permits an 
originating bank to identify and send transaction information to a counterparty or beneficiary 
bank as the beneficiary bank information is self-contained within the address. 
A SWIFT transfer will then typically include all payment instructions included in the Message 
Type (“MT”) messages routed both via originator and beneficiary banks, as well as 
counterparty banks. Without complete information, the instruction cannot reach the beneficiary 
bank nor ultimate beneficiary’s bank account. 
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However, a crypto asset address (as showed above with a typical bitcoin address, see Figure 1) 
lacks all such identifiers. Transmission of value from one virtual asset address to another only 
requires the address information, and such transactions can take place either through a CASP 
or peer-to-peer between two counterparties with no CASP intermediaries. 

 
2.2. Crypto asset transaction vs wire transactions 

In a bank transaction, the transaction value is ultimately sent to a beneficiary bank’s private 
ledger and account. In a crypto asset transaction, the transaction is simply written to the single, 
distributed ledger for that asset type (e.g. the Bitcoin ledger). Whether a transaction is 
conducted via a CASP or peer-to-peer, every single transaction is recorded and verified on the 
same shared ledger which is distributed across a large number of computers. 
To write a transaction to the ledger only requires an originator’s crypto asset address, a 
beneficiary’s crypto asset address and the value to be moved from one address to another. A 
date and time stamp are added as the information is written, along with a unique transaction 
identifier. In the example of Bitcoin, the ledger is public and can be read by anyone. 
This means that: 
1. An originating CASP (if any) does not have knowledge of the beneficiary CASP nor the 

beneficiary details. 
2. The crypto asset holder (i.e., the originator) does not even need to know the beneficiary’s 

name nor which CASP they use, if any. 
3. The originating CASP simply writes the transaction to the ledger for it to be validated as a 

legitimate transaction. There is no concept of notification to a beneficiary. 
4. The beneficiary CASP (if any) receives the transaction by reading the ledger and 

reconciling a change on the ledger in relation to a virtual asset address it maintains. It does 
not receive any notification or request from an originating CASP, nor does it know who the 
originating address belongs to. 

5. Even if an originating CASP could collect beneficiary CASP and the ultimate beneficiary's 
details, there is no way to reliably validate that the details entered are accurate (i.e., if 
incorrect information is supplied by the originator, it would not prevent the transaction 
from being written to the ledger). 

 
2.3.  New crypto asset addresses are created constantly 

 
As of recent, existent crypto asset technologies are public and permissionless which means that 
there is: 
1. No technological way to prevent a virtual asset owner from creating their own payment 

addresses. Address creation can even be automated and performed at high speed 
(milliseconds) . Also, actors can create an unlimited number of addresses. 

2. No technological way to restrict P2P virtual asset transfers between two counterparties. 
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3. No technological way to understand whether an address belongs to a CASP (which could 
be a regulated entity where originator and beneficiary information would be required) or a 
non-custodial wallet (unregulated technology where originator and beneficiary information 
would not be required). 

4. A significant limitation on being able to enforce requirements such as rejecting incoming 
transfers that lack originator and/or beneficiary information as it is not currently possible 
to stop incoming transfers. 

5. Likewise, the Consortium believe that it is not possible to capture non-custodial wallets in 
the regulatory regime of CASPs. 

To sum up, whereas an IBAN can be easily attributed to a destination bank account with a 
given bank, the structure of crypto asset addresses means that no such information is available. 
There is currently no register of virtual asset addresses and even if such a database were 
available, it would be impossible to force that every crypto asset address creator registers their 
addresses. Therefore, such a register would never be complete or reliable. 
Even though an originating CASP asked the account holder for beneficiary information before 
transfer of the assets, the account holder could very easily provide false or misleading 
information. Furthermore, if he/she does not want to reveal the identity of the destination 
address, they could choose one of the two circumvention techniques below. 

 
3. Risk of con-compliance of new CASP obligations 
As previously discussed, the application of the “travel rule” proposal is simply technically 
impossible. Nevertheless, assuming that it is possible, the intended transaction may then look 
like Figure 3 below where Customer A uses CASP A to send bitcoin to Customer B who holds 
an account with CASP B. 

Figure 3 

 
 
The Proposal sets out that CASPs A and B must share appropriate Originator and Beneficiary 
Information. Unfortunately, there are two effective and swift strategies to not comply with the 
“travel rule” as far as Blochian technology is involved.  
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3.1. Non-compliance strategy A: use of a non-custodial wallet 
In Figure 4 below, Customer A requests a transfer to a non-custodial wallet. The holder of the 
non-custodial wallet may not be known, and the address could quickly be created, as discussed 
on the previous page. The holder of the non-custodial wallet is then able to submit a transfer 
onwards to CASP B, which will receive funds without originator information and therefore 
may assume it is from a non-custodial wallet. 

 
Figure 4 

 
3.2. Non-compliance strategy B: peer-to-peer transfer 

If Customers A and B know each other and hold non-custodial wallets (or can transfer their 
virtual assets from a CASP into a non-custodial wallet) then the entire transaction can take 
place peer-to-peer without any CASP interaction, as demonstrated in Figure 5 below. 

 
Figure 5 

 
The ability to easily circumvent a registered CASP would also create challenges around the 
ability for CASPs to as to the responsibilities of intermediary and beneficiary institutions such 
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as record keeping requirements where beneficiary information is missing as well as the risk-
based measures that should be undertaken when information is missing. 
The above demonstrates that the main requirement set out in Proposal would be easily 
circumvented. There is no practical way to stop such not-compliant strategies because non-
custodial wallets operate on the public internet. 
 

3.3. Non-compliance strategy C: regulatory shopping 
Several jurisdictions would not place a policy priority on enforcing a ban on non-custodial 
wallets even if it were to be proposed by the Financial Action Task Force (“FATF”). Besides 
this, many countries are not even members of FATF yet. As a result, the risk of global 
regulatory arbitrage is extremely high. 
To sum up, we conclude that the implementation of the “travel rule” in our sector is not 
technically possible and can be easily not observed. Therefore, such obligations in Section III 
of the Proposal should be removed, instead, more relevance should be given on the alternative 
solutions set out under section 4 below. 
 

4. The Proposal is missing the benefits of blockchain for law enforcement purposes  
As previously mentioned, the application of the “travel rule” is not achievable in the crypto 
world, and yet blockchains that underpin crypto asset address transactions have some unique 
advantages if used by law enforcement to track down crime. 
Such blockchains are public, shared databases that crypto asset transactions between two 
counterparties. After a particular transaction is validated and cryptographically verified by 
validating computers on the blockchain’s network, it is then made into a “block” on the 
blockchain. Once recorded as a block, transactions are ordered chronologically, timestamped, 
and cannot be altered or changed. 
Though the information contained in virtual asset transactions varies depending on the virtual 
asset that is being used as a means of transfer, many popular virtual assets include the following 
basic information: 

1. a unique transaction ID to identify the transaction; 
2. the date and time of the transaction; 

3. the value of virtual assets being transferred; and 
4. the source and destination virtual asset addresses of the transfer. 
This level of transparency can be useful where this transactional information can be attributed 
to specific criminal actors, such as terrorists, illicit online vendors, or cybercriminals. 
Blockchain forensic and bespoke AML compliance software tools, together with open-source 
intelligence (OSINT) enable CASPs to engage in the monitoring of such activity, and law 
enforcement agencies have utilized these tools as well to successfully detect and prosecute 
criminal activity, as evidenced by several high-profile cases and reports. Due to the linked 
nature of transactions, the use of such tools allows for funds to be instantly traced back through 
the history of prior transactions of the same virtual asset; something that is not possible in the 
traditional financial sector without significant overhead and data privacy challenges. Patterns 
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of activity can also be easily established, where funds have attempted to be layered. Such tools 
proved especially vital in cases involving dark web marketplaces, and in instances of 
ransomware attacks and other cybercrime activity.  
Finally, certain virtual assets have a “freezing” capability built into them, which can be highly 
beneficial for law enforcement. There are examples of this being put into action already in the 
case of stable coins backed by fiat. For example, in the case of the stable coin USDC, the stable 
coin issuer reserves the right to “blacklist” certain addresses and freeze any virtual asset address 
that the issuer suspects are associated with illegal activity. The issuer also reserves the right to 
terminate the account and report such suspected illegal activity to applicable law enforcement 
agencies, who in turn may require the assets that are frozen be surrendered. 

 
5. Viable alternative solutions to reach the same goals of the Proposal 

5.1. Alternative Solution 1: AML Framework 
We support the need for adoption and enforcement of a robust AML framework by CASPs 
consistent with the AML Package recommendations. 
Given the lack of availability of wire transfer information, the emphasis on a robust AML 
framework is vital; particularly given the CASPs position in providing on/off ramps between 
fiat currencies and virtual assets. 
The current disparity between jurisdictions’ approach towards CASPs has resulted in 
considerable regulatory arbitrage by certain market actors which we believe has been 
counterproductive to the healthy growth of the digital asset industry in Europe.  
Therefore, we support the decision to focus on the application of all the Recommendations 
identified by the Financial Action Task Force to CASPs except for Recommendation 16 (i.e. 
“travel rule”).   
Furthermore, we believe that financial intelligence units (FIUs) can play an important part in 
enablement of the EU AML Framework. In this regard, we recommend the EU institutions to 
encourage FIUs to publicise volumes of suspicious transactions reported in the blockchain 
space, provide information on types of activities reported, and supply the percentage of 
escalated transactions that belong to recurring wallet addresses or the same client. This will aid 
CASPs in identifying suspicious activity by establishing common AML criteria. 

 
5.2. Alternative Solution 2: Sharing Initiative 

FIUs could share virtual asset payment addresses of interest to a global network of national 
Financial Intelligence Units who, in turn, would issue requests for information to CASPs in 
their jurisdiction, who would then report back to their national FIU. 
It is considered that such a model would provide for a global response to a global challenge, 
with minimal technical overhead and supervision, and that would be capable of operating 
within existing regulatory frameworks, including data privacy. Further, it may be possible to 
automate in a way that could enable rapid responses to FIU requests across borders with 
minimal time lag, thus enabling a significantly faster response to law enforcement requests and 
investigations. 
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Figure 6 and the associated steps illustrates this initiative in practice. 

 
Figure 6 

 
 
STEP 1: The Requesting FIU Issues an Address of Interest Request (AoI Request) via a central 
distribution platform. Such information may include the address, currency type, reason code 
(e.g., Terrorism), and priority (1 – low, 5 – high). 
STEP 2: The platform automatically assesses whether an AoI Request on the same address has 
been previously requested before issuing addresses to all participating National FIUs. Such a 
validation step will prevent duplicate requests from being made. 
STEP 3: Upon review, the National FIUs issue an AoI Request to all regulated CASPs (and 
only to such CASPs that would be subject to tipping off legislation). This could be pushed via 
an automated means so that technology driven CASPs can minimize manual requirements to 
check for updates, and potentially respond automatically in a matter of milliseconds. 
STEP 4: CASPs that can identify the AoI report back to the FIU accordingly. The information 
to be reported would be in line with any national legislation. 
STEP 5: The National FIU would coordinate with the Requesting FIU to confirm they are able 
to identify the address. Information would then be shared in line with the National FIUs 
regulatory framework. 
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5.3. Alternative Solution 3: Inclusion of crypto asset addresses on sanctions lists 
The inclusion of crypto asset payment addresses in national, regional or international-level 
sanctions lists, an approach that has already been adopted by Office of Foreign Assets Control 
(“OFAC”), will assist CASPs in preventing, detecting and freezing transactions involving 
designated persons/entities. 
 

5.4. Alternative Solution 4: Centralised KYC  
Consideration may be given to shared KYC utilities whereby such utilities store both KYC and 
wallet address information that could be made available to law enforcement as well as provide 
the basis for storing transaction information. 
However, it has been observed that to date, implementing even a national KYC utility has been 
extremely challenging and to do so on an international basis might require significant resources 
and time to be implemented; besides this,  it may encounter legal hurdles and it creates data 
troves that are attractive to cybercriminals. 

 
5.5. Alternative Solution 5: Decentralized KYC 

There is developing technology that enables self-sovereign digital identity. This technology 
allows an individual to store and maintain their identity information, including identity 
documents, for use by CASPs or other institutions that the individual grants access to. This 
provides individuals with more control of their information and eliminates centralized data 
troves. The adoption of this technology is still in early phases though, but once adoption 
increases, it can be helpful at meeting the goals of R.16. 


